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Nominal (3) protocol_type, Service, Flag

Binary (6) land, logged_in, root_shell, su_attempted, is_host_login, is_guest_login

duration, src_bytes, dst_bytes, wrong_fragment, urgent, hot, num_failed_logins,

num_compromised, num_root, num_file_creations, num_shells, num_access_files,
num_outbound_cmds, count, srv_count, serror_rate, srv_serror_rate, rerror_rate,
Numeric (32) srv_rerror_rate, same_srv_rate, diff_srv_rate, srv_diff_host_rate, dst_host_caunt

dst_host_srv_count, dst_host_same_srv_rate, dst_host_diff_srv_rate,
dst_host_same._sre_port_rate, dst_host_srv_diff_host_rate, dst_host_serror_rate,
dst_host_srv_serror_rate, dst_host_rerror_rate, dst_host_srv_rerror_rate
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Category Attack Type Description
probing of a ne weaknesses
pingin ets P

Probing
(Probe)

g of ml

User to Raot o
(U2R) loadmodule

32. 7|z #5E 2ls HIOIH A

g Ag 13 49} 3Fe] AA3ISIth Pyrai, LOIC,
ghg-3te] qlele] PCofA]

A2 4 CE)

A 1,849,264 (62.11%)
Normal (&2 Normal (LR PR TE
Host Discovery 2,454 (0.08%)
Reconnaissance (3% Port Scanning 20,939 (0.70%)
05 and Service Detection 1,820 (0.06%)
Man In The Middle (MITM) ARP Spoofing Attack 540 (0.029%)
Denial of Service (DoS) SYN Flooding Attack 64,646 (2.17%)
e Host Discovery 949,284 (21.88%)
Mirai Botnet — F1T} £h|

Telnet Bruteforce 75,632 (2.54%)
UDP Flooding Attack 10,464 (2.54%)

Mirai Botnet =
—DDos 27 £l HTTP Flooding Attack 673 (0.02%)
ACK Flooding Attack 1,924 (0.06%)
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[ Class | _Recall | Precision | Fi.score | #Test Data ]
normal 1.00 1.00 1.00 20,000
arp_spoof 098 1.00 099 54
syn_flood 1.00 100 1.00 6,465
host_discovery 059 098 099 313
port_scan 1.00 1.00 1.00 2084
os_svc_detect 097 0.96 096 182
udp_flood 1.00 1.00 1.00 20,000
ack_flood 100 1.00 1.00 7563
http_flood 1.00 0399 1.00 1,047
telnet_bruteforce 0.87 0.84 0.85 192
Macro Average 098 048 0.98
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7 daelEs F ARERIEY d ' Jls AT

T N N T

normal 1.00 1.00 1.00 20,000
arp_spoof 098 1.00 0.99 54
syn_flood 100 100 1.00 6,465
host_discovery 088 1.00 099 313
port_scan 1.00 1.00 1.00 2,094
os_svc_detect 095 092 034 182
udp_flood 1.00 1.00 1.00 20,000
ack_flood 1.00 1.00 1.00 7,563
http_flood 1.00 0.99 0.99 1,047
telnet_bruteforce 085 0.74 0.78 192
Macro Average 0457 096 0.97

(T’ 7) =22 M3 Z#IH2/3)

T N N T

normal 059 1.00 1.00 20,000
arp_spoof 098 1.00 0.99 54
syn_flood 100 100 1.00 6,465
host_discovery 087 059 098 313
port_scan 1.00 1.00 1.00 2,094
os_svc_detect 083 0.87 0.85 182
udp_flood 1.00 1.00 1.00 20,000
ack_flood 1.00 1.00 1.00 7,563
http_flood 099 098 098 1,047
telnet_bruteforce 0.83 0.57 0.67 192
Macro Average 096 084 0.95
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